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Disclaimer
“This report is based upon preliminary data from Q4 2018 and prior
Condition & Income Reports as well as other examination and economic
sources. Data has been prepared primarily for bank supervisors and
bankers. The opinions expressed in this publication are those of the
authors. Opinions are intended only for informational purposes, and are
not formal opinions of, nor binding on, the Federal Reserve Bank of
Richmond or the Board of Governors of the Federal Reserve System.”
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State of the District
•

The percent of District banks with less than satisfactory composite supervisory ratings edged down from a
year ago, but continued to remain slightly higher than the Nation. Although earnings ratings improved
substantially over the year, they remained the most challenging area in both the District and the Nation
from a ratings perspective, followed by management and capital. The percent of District banks rated less
than satisfactory in the liquidity component remains low.

•

Increases in interest income and a decrease in income taxes drove earnings to 10-year highs for the fourth
consecutive quarter, with the vast majority of District banks experiencing year-over-year gains.

•

Risk-weighted asset concentrations increased in all Fifth District cohorts, on average, indicating that some
District banks are increasing their share of riskier assets to improve earnings. However, capital outpaced
growth in real estate loans as concentrations of CRE and 1-4 family loans to risk based capital (RBC)
decreased. Commercial and industrial (C&I) and consumer concentrations to RBC were steady as risk
based capital growth kept pace with the growth.

•

While loan growth remains strong, rates slowed this quarter as real estate lending slowed. However,
growth rates in C&I lending increased. District loan growth outpaced that of the Nation in all categories and
auto lending increased, particularly at District state member banks.

•

Though non-performing loans (NPLs) and net loan losses remained low overall, the potential loosening of
underwriting standards remains a top risk as competition for loans heats up. District C&I loans, which grew
at a double-digit annual rate, had an uptick in NPLs in the fourth quarter. Additionally, some banks may
have less risk management expertise in this area.
• Noncore funding reliance decreased, on average, for District and National banks despite a slight decrease
in District holdings of liquid assets over the last year. However, deposits in potentially more rate-sensitive
accounts continued to make up a larger share of total non-maturity deposits, which could impact funding in
a rising rate environment.
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Supervisory Ratings: From a safety and soundness standpoint, the majority of
District banks remain in satisfactory condition

• The share of District banks with less than satisfactory composite and component ratings continues to
remain low, though slightly above the Nation. Improvements were observed for composite ratings and
most component ratings. Overall, there were 11 upgrades and 3 downgrades in 2018.
• While earnings ratings improved substantially over the year, they remained the most challenging area
in both the District and the Nation, followed by Management.
5

Structure Trends: Industry consolidation continued with average
asset size increasing

• Year-over-year, the District bank population experienced a net decline of 15 banks, or 6%, while the
Nation’s bank population declined by 205 banks, or 4%. However, the number of banks with assets
over $10 billion increased by 2 in the District and 14 in the Nation.
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Earnings: Earnings continue to improve as interest income increases
for the year

Fifth District
Average Earning Component as a % of
Average Assets
Component
Interest Income
Interest Expense
Securities Gains
(Losses)
Noninterest Income
Noninterest Expense
Provision Expense
(Expenses = negative
values)

2018 Q4 2018 Q3
4.04
4.02
(0.53)
(0.51)
0.00
0.73
(3.06)
(0.11)

0.00
0.72
(3.06)
(0.09)

• About 88% of District banks saw an increasing ROAA year-over-year, compared to about 76% of
banks nationwide. However, small District banks continued to struggle the most with earnings
performance and remained below the national bank average by 20 basis points in ROAA.
• Increases in interest income and a decrease in income taxes drove earnings growth in the District,
with about 95% of District banks and 97% of SMBs experiencing year-over-year gains.
7

Earnings: Efficiency ratios continued to improve over the year

• Average efficiency ratios of District banks continued to improve as banks find ways to control expenses and
reduce overhead. The ratio had a slight increase in Q4 which could be seasonal increases for year end
compensation or annual expenses due.
• District and SMBs continue to improve efficiency ratios but lag Nation. Small District banks continued to
have higher (less efficient) efficiency ratios than other District banks.
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Loan Growth: Loan growth slowed in the fourth quarter, but
remains strong

• While loans grew steadily over the year, driven in part by merger activity, growth slowed in Q4 to 8.3% in the
District, down from 9.2 in Q3.
• Loan growth at District banks outpaced the Nation in all loan categories. Commercial loans had double-digit
annual growth at District banks, on average.
• Most District state member banks (SMBs) also reported strong growth in consumer lending over the year.
This growth was fueled in large part by growth in auto lending, which grew by 16.7%, on average, at District
SMBs. 56.7% of District SMBs saw an annual increase in auto loan balances.
9

Concentrations:
Concentrations
ofloan
realgrowth
estate
loanslending
decreased
over
Fifth District saw aggregate
double‐digit
in most
categories
the last year

Average CRE / RBC*
2009‐18**

2018Q4

MD

347.1

NC

348.4

SC

265.1

VA

267.5

WV

174.6

District
Nation

272.1
205.3

*5% Trimmed mean; includes owner‐occupied CRE
** Data as of Q4 each year

• Concentrations of both CRE and 1-4 family real estate loans as a percentage of risk-based capital
decreased in 2018 as capital growth outpaced loan growth in these categories.
• While real estate concentrations declined, concentrations in C&I and consumer held steady as some
institutions have shifted portfolios to become more heavily weighted in C&I and consumer lending in
response to competition and efforts to increase margins.
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Commercial Real Estate Concentrations
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Capital: Banks remained well capitalized in the District and the
Nation for 2018

• PCA capital ratios continued to improve for the year. However,
District banks still maintain lower PCA capital ratios than the
Nation, on average.

Prompt Corrective Action Capital Ratios
2018 Q4
Total
Tier 1
RBC
RBC
CET1
Ratio
Ratio
Ratio
Nation
17.70
16.62
16.60
Fifth District
17.12
16.05
15.93
Fifth District SMBs
16.68
15.64
15.60
PCA Well‐Capitalized Threshold
10%
8%
6.5%
Critically Under‐Capitalized
*5% trimmed means are shown.

Tier 1 Tangible
Leverage Equity
Ratio
Ratio
11.27
10.89
11.05
10.69
11.40
11.11
5%
< 2%
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Credit Quality: While Non-performing loans (NPLs) remained low
in Q4 2018, potential loosening of underwriting standards could
increase losses

•

Nonperforming loans edged down in the District and Nation over the quarter, on average.
However, District banks reported an uptick in NPLs for C&I loans – a loan category that grew
rapidly over the year.

13

Credit Quality: Average net loan losses continued to decline to
near record lows

14
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Liquidity: District banks continued to hold fewer liquid assets than
banks in the Nation, but liquidity levels remained strong overall

• Liquid asset ratios decreased for District banks in Q4, driven by a reduction in interest bearing
balances and unpledged securities. Furthermore, District banks increased their holdings of municipal
securities, which tend to be less liquid than other securities, presumably in an effort to increase profit
margins.
• Over the year, sixty percent of District banks saw a decrease in Liquid Assets/Total Assets, with
decreases averaging 3.1%.
15

Liquidity: Noncore funding dependence was mostly unchanged over
the quarter with small banks being least reliant on noncore funds.

• While noncore funding dependence was mostly unchanged over the quarter, time deposits greater
than $250M increased – and FHLB borrowing decreased - as a percent of total assets in the District
and Nation. Fifth District SMBs had higher noncore funds, on average, than the District and the
Nation.
• Mid-sized banks continued to have the highest net noncore funding ratios in the District, along with
the highest CRE concentrations.
16
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High Risk Areas We are Monitoring Closely
Information Security
• Concerns exist regarding the security of our financial institution’s sensitive
information, which is critical to the safety and soundness of our
institutions. Concerns exist regarding storage, use, transmission and disposal of
sensitive data and the oversight, maintenance, and controls surrounding the
information systems

Weakening Credit Standards
Erosion of underwriting standards in various loan products has been observed
and may lead to weakening credit quality and losses. Specifically, competition
from credit unions and FinTech companies for commercial loans may negatively
impact underwriting standards at community banks.

•

Liquidity
• Lessons from the 2008 financial crisis revealed tightening liquidity metrics often
preceded asset quality concerns at failed banks. Currently we are seeing
liquidity and cross risk indicators emerge that reflect growing CRE
concentrations, loan‐to‐deposit ratios, and use of volatile funding sources, while
levels of highly liquid assets and short‐term coverage ratios are declining.
18
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High Risk Areas We are Monitoring Closely
Elevated Concentrations & Capital
• The Fifth District has historically held higher CRE concentrations as compared
to the FR System. At the end of 2017, the Fifth District held the fifth highest
share of state member banks exceeding SR 07‐1 guidelines (10 state member
banks). Continued competitive pressures have given way to increased CRE
concentrations as well as increases to other lending categories such as auto.
Though asset quality deterioration has not been widespread thus far,
weakening of underwriting has been reported in some instances and small
pockets of asset quality deterioration have been seen in CRE lending

Fair Lending
• During recent examinations, redlining, underwriting, and pricing were the
primary drivers of elevated inherent fair lending risk. For redlining, the focal
points were centered on lending disparities in majority‐minority areas between
the bank and other lenders.

199

Emerging Risk Areas We are Monitoring Closely
FinTech
• Concerns exist regarding the security of our financial institution’s sensitive
information, which is critical to the safety and soundness of our
institutions. Concerns exist regarding storage, use, transmission and disposal of
sensitive data and the oversight, maintenance, and controls surrounding the
information systems

Interest Rate Risk
Given the unknowns surrounding depositor behavior, especially as we move out
of a prolonged zero interest rate environment with the possibility of a flattening
yield curve, there is particular risk associated with inaccurate and/or
misunderstood interest rate risk model assumptions.

•

BSA/AML Compliance
• With compliance costs rising, there has been discussion of some community banks pooling
resources to complete back office activities such as BSA/AML compliance monitoring and
filing and consumer/mortgage loan documentation processing. Firms that utilize such
resource pooling should ensure the effectiveness of BSA/AML and OFAC compliance are
maintained to alleviate the risk of facilitating money laundering and terrorist financing, and
processing of sanctioned transactions.
200
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Recent Examination Findings
Detailed Findings By Category

Data from 1/1/2018 to 4/10/2019

• Examination findings mirror the high risk areas and emerging risk areas we are
monitoring closely.
• Information technology is the area with the most findings due to the rapidly
changing threat environment and scarcity of talent in many smaller markets.

21

Information Technology Findings
E‐Banking Controls
2%

Physical Security
2%

Incident Response Program
4%

IT Audit
6%

Vendor
Management
6%

Core and Network Security
24%

Funds Transfer Controls
9%

Information Security
Program
19%

Project and Change
Management
11%
Business
Continuity/Disaster
Recovery Program
17%

Data covers 1-1-2018 to 4-10-19

22
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Information Technology Findings
Core and Network Security

Administrative Privileges

Privileged Account Activity

• Granted to employees at
workstation level; shared with
vendors or by multiple users

• Activity not adequately
monitored, documented by
independent party

Excessive Access Rights
• Access not assigned based on
job responsibility with least
privilege methodology

Remote Access
• Remote access is unrestricted
and not monitored,
specifically vendor remote
access

Network Access Reviews
• Reviews not completed,
documented, or performed
by independent third party

Patch Management
• Inconsistent and/or
ineffective tracking and
monitoring program

23

Information Technology Findings
Information Security and Cybersecurity

Information Security Risk
Assessment
• Inadequate identification and
assessment of customer
information assets

Cybersecurity Risk
Assessment
• Not reflective of current
operating environment nor gap
analysis or remediate plan to
achieve maturity levels

Information Security Risk
Assessment
• Not reflective of current
operating environment
• Lists only general risks and
controls

Information Security Risk
Assessment
• Missing/inaccurate access
points, threats, or vulnerabilities

ISRA /CSRA Reporting

Incident Response Program

• Reports are not comprehensive,
completed annually, or reported
to board

• Incomplete, not followed, not
used for training, not reported to
appropriate parties

24
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Information Technology Findings
Business Continuity Planning
Disaster Recovery/ BC Plan
• Department Plans not based on
effective business impact analysis
(BIA)

Recovery Time Objectives (RTOs) &
Recovery Point Objectives (RPOs)
• Objectives not established for all
areas, not realistic, do not align with
policy

Business Impact Analysis
• BIA does not reflect current
operating environment, does not
assess/prioritize business recovery
functions

Testing
• Testing of business functions does
not align with business impact
analysis, only considers critical
functions, not completed or
documented, or results not reported
to board
25

Information Technology
Managing Outsourcing Risk

The use of service providers does not relieve a financial institution’s board of
directors and senior management of their responsibility to ensure that
outsourced activities are conducted in a safe-and-sound manner and in
compliance with applicable laws and regulations.
26
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Information Technology Focus
Vendor Management concerning FinTech
Same focus on Vendor Management Program
Third Party/VM Policy

Engagement with Vendor

• Ensure formalized and aligns
with FFIEC guidance

• Ensure SR Mgmt and Board
perform product review and
risk assessment prior to
contract execution.

Ongoing monitoring
requirements

Risk Assessment
Methodology
• Ensure to define in policy
• Complete on all vendors
according to program and
criticality

Vendor reviews

• Ensure review of audit reports, SLA,
financial reports are completed.
• Define requirements for all level of
vendors within our policy.

• Ensure reviews are risk‐based,
documented or supported
• Ensure vendors are delivering
on their contractual obligations

Board Reporting
• Ensure to report at least
annually concerning status
of program
27
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Information Technology
Main Resources & Guidance
Core and Network Security:
•FFIEC Information Security Booklet
•FFIEC Operations Booklet
•Shared Application Software Reviews (Board of Governors Website)

Information Security & Cybersecurity:
•FFIEC Information Security Booklet
•FFIEC Operations Booklet
•SR Letter 15‐9, FFIEC Cybersecurity Assessment Tool for Chief Executive Officers and Boards of Directors
•SR Letter 01‐15, Interagency Guidelines Establishing Standards for Safeguarding Customer Information
•SR Letter 05‐23, Interagency Guidance on Response Programs for Unauthorized Access to Customer Information and Customer Notice
•Regulation H of the Board of Governors of the Federal Reserve System (12 CFR 208, Appendix D‐2)

Business Continuity
•FFIEC Business Continuity Planning Booklet
•SR Letter 07‐18, FFIEC Guidance on Pandemic Planning
•Shared Application Software Reviews (Board of Governors Website)

Vendor Management
•FFIEC Outsourcing Technology Services Booklet
•FFIEC Business Continuity Planning Booklet, Appendix J: Strengthening the Resilience of Outsourced Technology Services
•SR Letter 13‐19, Guidance on Managing Outsourcing Risk
•SR Letter 00‐17, Guidance on the Risk Management of Outsourced Technology Services
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Information Technology
Additional Resources Concerning FinTech
FFIEC:
• FFIEC Outsourcing Technology Services Booklet
• FFIEC Business Continuity Planning Booklet, Appendix J:
• Strengthening the Resilience of Outsourced Technology Services

Federal Reserve SR Letters:
• SR Letter 13‐19, Guidance on Managing Outsourcing Risk
• SR Letter 00‐17, Guidance on the Risk Management of Outsourced Technology Service
Providers

FRB Consumer Compliance Articles
• Consumer Compliance Outlook‐ Second Issue 2017 :
• Keeping Fintech Fair: Thinking About Fair Lending and UDAP Risks
• Community Banking Connections – First Quarter 2013 :
• Considerations When Introducing a New Product or Service at a Community Bank
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Federal Reserve Resources
•

Supervision News Flash helps you stay abreast of topics and trends affecting financial
institutions. We share insights on what our examiners, analysts and economists are seeing
both within the Richmond Fed’s portfolio as well as trends from across the entire System.
Sign up and read past issues at RichmondFed.org

•

Ask the Fed® is a free program covering the latest financial and regulatory developments for
senior banking officials and boards of directors. Ask the Fed® has monthly conference calls
that feature Fed experts and guest speakers on top banking issues of the day, with time at the
end for questions and comments. stlouisfed.org/askthefed/

•

Bank Board of Directors Desktop is The Federal Reserve System's free online training
curriculum to help bank directors quickly develop an understanding of their role in
performing bank oversight responsibilities. Also included are links to web based resources,
including data, publications, events and the federal banking agencies that bank directors may
find useful in performing their bank oversight responsibilities. bankdirectorsdesktop.org

•

The Richmond Fed’s website includes a banker education section with links to fraud
awareness, speakers’ bureau, resources for financial institution directors, introduction to
regulatory reporting. Look under Education for Bankers.
30
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Federal Reserve Resources
•

Community Banking Connections covers issues that community banks face, providing
resources on key supervisory guidance, highlighting new regulations and offering
perspectives from bank examiners and other Federal Reserve staff
communitybankingconnections.org

•

FedLinks articles highlight key elements of a supervisory topic to improve clarity and
understanding about the topic and examiner expectations for applying related supervisory
guidance. FedLinks articles are most helpful for bank holding companies and banks with
assets of $10 billion or less. communitybankingconnections.org/fedlinks.cfm

•

The BSA Coalition is a forum in which experts at financial institutions, regulatory and law
enforcement agencies and other organizations can discuss and debate questions, guidance
and day‐to‐day issues affecting the development and implementation of effective Bank
Secrecy Act/Anti‐Money Laundering programs. bsacoalition.org

•

Outlook Live is The Federal Reserve System’s audio conference series on consumer
compliance issues and hot topics such as CRA, HMDA and fair lending compliance; service
member financial protection and compliance consideration for vendor risk management. Live
sessions are scheduled throughout the year, and archives of past presentations are available
on the website. consumercomplianceoutlook.org/outlook‐live

•

Consumer Compliance Outlook is a Federal Reserve System publication dedicated to
consumer compliance issues. consumercomplianceoutlook.org
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